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1
Decision/action requested

This document discusses the threat of fraudulent Registration Request attack during roaming, analyses specific attack scenarios, and proposes to add related security solution in TS33.501.
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Rationale

The fraudulent Registration Request attack is a serious and common attack that occurs in roaming scenarios, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM that are not actually present in the visited network. A fraudulent visited network that has a valid roaming relationship with the home operator may request authentication vectors from the home network and subsequently send an Update Location request for subscribers that are not actually present in the visited network. They may hope to be able to obtain additional revenue by claiming charges for the allegedly visiting subscriber [1].  5G-AKA involved authentication confirmation (5G-AC) for increasing home control is useful in preventing this type of fraud. 
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Figure1. Authentication and location registration procedure
After authentication, the UDM stores the serving network name and the authentication result. When the UDM subsequently receives the Nudm_UECM_Registration Request from the serving AMF, the UDM confirms the authentication result based on the serving network name in the request message. If the result is authentication success, the UDM informs the old AMF to delete the UE MM context and notify the related SMF to release the PDU session. If not, it is likely that the registration request was sent by the attacker. 
However, when the serving network name in the request message is fake, the above mechanism cannot detect whether the registration request message comes from the actual visited network. A potential attack scenario is shown as follow:

3.1 Threat analysis
In the following figure, the serving network B is a roaming partner of the home network, so the AMF in the serving network B can normally interact with UDM in the home network at any time. A malicious AMF in the serving network B can fake a registration request message including faked serving network name A to the UDM at any time after the UE registers to the serving network A successfully. The UDM verifies the authentication result based on SUPI and serving network name A. The UDM then informs the old AMF to deregister the subscriber corresponding to SUPI. The old AMF deletes the MM context and notifies the related SMF to release the PDU sessions. Consequently, the subscriber is deregistered and may not be able to visit the network for a long time, which is a denial of service attack. 
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Figure2. Fraudulent Registration Request attack scenario
A practical scenario of the above attack is that when an internal employee of a regular operator B configures the AMF, he intentionally changes the serving network name B to the serving network name A of other operators' networks, which deregisters a large number of UEs registered in the network A. 
Alternatively, both operator A and operator B are roaming partners of the home network, and the two are in a competitive relationship in the same roaming area. The operator B makes the reputation of the operator A damaged through the above attacks and forms malicious competition.
3.2 Solution 
The reason why the above attack can be realized is that the NF of the home network cannot know whether the serving network name in the registration request message matches the serving network of AMF. To mitigate this attack, the following two solutions are provided:
Solution 1 is to negotiate a shared key between the serving AMF and the UDM during the authentication procedure. The AMF then generates a secret based on the shared key and the serving network name, and sends the secret to the UDM through the registration request message. After receives the registration request message, the UDM verifies the secret by using the shared key and the serving network name.
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Figure3. Solution 1
Solution 2 is the VSEPP generates a secret based on the shared key which negotiated between SEPPs and the serving network name, or the VSEPP generates a signature by using the serving network name and its private key. The VSEPP then sends the secret or signature together with the serving network name to the HSEPP. The HSEPP then verifies the secret by using the shared key and the serving network name, or verifies the signature by using the serving network’s public key and the serving network name. 
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Figure4. Solution 2

3.3 Comparison and conclusion
Both solution 1 and 2 are feasible to mitigate the above attack sufficiently for the registration service provided by the home network. However, there are many other services provided by the home network to the serving network, e.g. vSMF~hSMF, vPCF~hSMF, vAMF~hAUSF. The above attack may also happen for these services. To mitigate the above attack for these services, both solution 1 and 2 have to be extended for each service respectively.
However, since solution 1 is a UE- granularity based solution, it will involve many NFs for all those services (e.g. AMF, UDM ….). While solution 2 is a NF-granularity based solution, it will only involve SEEP.   From this point of view, solution 2 seems simpler than solution 1.
So we propose SA3 to agree solution 2. 

4
Detailed proposal

SA3 is kindly recommended to agree the above security threats and approve: 
1)  the relevant security solution in the corresponding PCR S3-181297.
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